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Digital Twin = interacting 
computational models + Real-time 
data from physical assets

Research Objectives
● Authenticated twins
● Secure data sharing

Data Relay in Federated Digital 
Twins of Smart factories
● Fidelity Levels: Network Digital 

twin, AM Digital twin
● Data relay: AM-DTOrg -> 

PoC-DT->ES->PoC-DT-> AMDT
● Commands/Design specs 

hidden from PoC-DTs and ES

RESULTS

Data Sharing

MiTM

Forgery/ spoofing

Injection

DoS

Insider attacks

Solution: 
Authentication 
Access Control
Confidentiality

Data outflow from 
machines and 
sensors and influx 
into digital twins - 
vice-versa

Goal: accessibility, 
integrity, accuracy,
 trust

Networked Digital Twins in AM Factory
Security Vulnerabilities
● Device Diversity
● Weak Communication Protocols

Undeniable Authentication of Digital 
Twins of Smart Microfactory
● Restrict commands/design specs to 

synchronized twins
● Accountability for actions undertaken 

by twins 
● Inculpability for actions not 

undertaken by twins
● Prevent Unsynchronized twins from 

identifying the  twins which 
exchanged the commands/ design 
specs  

Confirmation Protocol

Disavowal Protocol

High unforgeability for large p, k

No significant delay introduced


